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Abstract

Distributed concurrency bugs occur when concurrent exe-
cution flows, at least one of which is triggered by inter-node
communication such as remote procedure calls (RPCs), ac-
cess the same shared variable or object in conflicting ways,
causing incorrect behavior under certain interleavings. Exist-
ing work for detecting distributed concurrency bugs focuses
on dynamic approaches, thus suffering from limited cover-
age. This paper proposes Themis, a novel approach that uses
static analysis to detect potential races, applies LLM-based
test generation, and employs directed fuzzing to refine input
parameters for detecting distributed concurrency bugs. We
have implemented a prototype of Themis and evaluated it on
eight real-world distributed systems. Themis detects 198 new
violations corresponding to 52 new bugs.

1 Introduction

Distributed systems form the backbone of modern computing
infrastructures, powering large-scale data-processing frame-
works, cloud services, and microservice platforms. Despite
their critical role, these systems are notoriously prone to soft-
ware bugs. Of these, distributed concurrency bugs caused by
improper timing of distributed operations are among the most
troublesome. They often evade in-house testing and manifest
in production, leading to severe outages such as system down-
time and service unavailability [49]. For example, in October
2025, a distributed concurrency bug caused a 14-hour Dy-
namoDB outage in one of Amazon’s major US regions [10],
affecting Netflix, Zoom, and T-Mobile [8], with estimated
losses of $38-$581 million [9]. The outage was caused by
an unexpected interleaving of two concurrent DNS enactors
executing on distributed nodes, where a delayed enactor ap-
plied an older plan that broke the atomicity of a newer enactor,
resulting in an empty DNS record. While fixing the bug, de-
velopers introduced additional tests to catch similar issues [7],
indicating a gap in the existing test suite.
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Distributed concurrency bugs require that at least one of
the execution flows performing the conflicting accesses be
triggered by inter-node communication, which distinguishes
them from local concurrency bugs. In this paper, we focus on
distributed concurrency bugs involving remote procedure calls
(RPCs), a widely used communication mechanism. Specifi-
cally, we target cases where an RPC-triggered execution flow
accesses a shared object concurrently with another flow, result-
ing in conflicting operations that lead to incorrect behaviors.

Prior research on detecting distributed concurrency bugs
adopts dynamic approaches that monitor executions to infer
happens-before relations and manipulate interleavings of ac-
cesses to shared objects [59-61]. Unlike local concurrency
bug detection [44, 53, 64,75, 85, 86], detecting distributed
concurrency bugs requires reasoning about inter-node com-
munication and monitoring communication-related objects.
However, dynamic approaches inherently suffer from limited
coverage, relying on hand-crafted workloads or existing test
suites. While existing tools reduce runtime overhead to be
potentially deployed in production to expand coverage, their
effectiveness depends on the monitored workload exercising
the relevant code paths and shared-state accesses; otherwise,
latent bugs may remain unobserved and thus undetected.

To detect distributed concurrency bugs with both broad
coverage and high precision, we propose a framework that
integrates static detection of RPC-induced races, LLM-based
test generation, and directed fuzzing for parameter refinement
and interleaving exploration for bug exposure. Starting with
static analysis maximizes coverage but inherently yields false
positives due to analysis imprecision. To prune false posi-
tives while triggering actual bugs, we incorporate a Large
Language Model (LLM) to generatively construct test cases
for the detected bugs. As the LLM often fails to generate
parameter values that satisfy complex path conditions, we
employ directed fuzzing to fine-tune input parameters and
explore different interleavings to expose true, harmful bugs.

Themis is built on the insight that distributed concurrency
bugs cannot be reliably detected or exposed by one-shot or
unguided test generation using an LLM alone. Instead, they re-



quire iteratively transforming potential races into concrete fail-
ing executions under strong structural guidance. Accordingly,
Themis adopts an “LLM + guidance + checking” paradigm, in
which static analysis constrains generation toward target code
paths and fuzzing verifies and refines the results to mitigate
LLM’s hallucinations.

A key challenge for applying such a static-analysis-guided
framework in distributed systems is their inherently open-
ended nature: detecting concurrency bugs requires reasoning
about executions driven by test harnesses that invoke public in-
terfaces, yet such harnesses are typically unavailable a priori.
Most existing static race detection tools target closed sys-
tems [24,56]. While Chord [68], which detects races in Java
programs statically, considers open systems, it relies on stati-
cally synthesized harnesses, and it is designed to detect local
races whose root causes differ fundamentally from those of
distributed concurrency bugs. In our framework, we perform
static race detection before harness construction by assuming
concurrent execution of each pair of public interfaces, and gen-
erate concrete harnesses only for triggering and validating the
detected races. While this assumption over-approximates the
concurrency model and yields false positives, we prune them
using the subsequent test generation and validation steps.

Proceeding without test harnesses requires a different static
race detection workflow. In closed or open systems with a
harness, a top-down analysis can be performed to enumerate
concurrent execution flows, extract access sites, and analyze
pairs of access sites to detect races, defined as two concurrent,
unsynchronized accesses to the same shared memory loca-
tion where at least one is a write. Without test harnesses, our
static analysis is variable-centric, focusing on RPC-reachable
shared variables and their access sites. Starting from an RPC
client-server pair, the analysis traverses the RPC execution
path to identify shared variables of interest and aggregates
access sites for each variable, including those outside the
original RPC path. These access sites allow the analysis to
construct the conflicting execution flow, which would oth-
erwise need to be derived from a test harness. To improve
precision, the analysis only reports when the racy accesses can
form atomicity violations and order violations with observ-
able symptoms. This process identifies harmful distributed
concurrency-bug candidates under the assumed concurrency
model where any pair of public interfaces can be concurrent.

To validate potential bugs from the static detection step,
Themis constructs a test harness for each of them, and the
process involves two orthogonal tasks: call-sequence con-
struction and parameter-value generation, where the former
incorporates necessary calls to prepare the system state so that
the public interfaces can execute without errors and follow
the execution paths as in the detection results, and the latter
generates parameter values that satisfy path constraints. To
avoid the combinatorial explosion of searching for sequences
and parameters simultaneously, we decouple these tasks: we
use an LLM for structural call-sequence synthesis and coarse

parameter seeding, leaving constraint satisfaction and fine-
grained parameter exploration to directed fuzzing.

Prior work on synthesizing tests for concurrency bugs ei-
ther reuses existing tests of the two racy functions [35,73,74],
or generates unified sequence templates [37,68,71,77]. How-
ever, triggering distributed concurrency bugs requires highly
diverse, system-specific call sequences to prepare the neces-
sary state before invoking public interfaces, a task that exist-
ing non-LLM techniques based on templates cannot readily
support without substantial additional effort. To overcome
this, we use an LLM to generate tests for statically detected
bugs, guiding it to synthesize the required state-preparing call
sequences and invoke public interfaces with coarse parameter
values that execute without runtime errors.

To balance accuracy and efficiency, after generating the
“basic” test cases that may have the necessary call sequences
but not the parameter values satisfying the path constraints,
Themis applies directed fuzzing, a technique that adjusts pa-
rameters to drive execution toward targeted statements, to
refine input parameters to reach the memory accesses of the
detected bugs. Once these accesses are reached, we record
the current state (seed pool and parameter values) and manip-
ulate interleavings to expose the bugs. Even then, distributed
concurrency bugs may not immediately manifest due to un-
satisfied failure conditions. To handle this, we initialize a
new fuzzing procedure that inherits the seed pool and starts
from the current input, adjusting parameters further to expose
observable symptoms.

1.1 A Motivating Example

Figure | shows MapReduce-7507, a new bug detected by
our tool and subsequently confirmed by developers. Before
detailing the bug, we clarify the two distinct client-server
relationships involved in RPC-based systems. First, at the
system level, external clients (e.g., users) invoke public in-
terfaces exposed by the server (e.g., MapReduce). Second,
at the internal level, handling a request often requires com-
munication between nodes within the system; in this context,
the node initiating the request is the RPC client, and the node
handling it is the RPC server. In Figure 1, getTask() is
an RPC server function invoked by the RPC client function
YarnChild.main (). Notably, YarnChild.main () is also a
public interface exposed to external clients.

The bug can manifest as an atomicity violation in two
scenarios. First, RPC server functions getTask () and un-
register () may execute concurrently on the RPC server
when YarnChild.main () is invoked concurrently with an-
other public interface forceKillTask (). In this scenario, the
remove at line 582 in unregister () occurs between the if
check at line 521 and the remove at line 533 in getTask ().
Second, an external client may invoke YarnChild.main () in
two threads, and the RPC server executes getTask () in sepa-
rate threads concurrently. The two getTask () may interleave



// mapred/TaskAttemptListenerImpl.java 1
77 public class TaskAttemptListenerImpl ... ({ 2
91 ConcurrentHashMap<...> jvmMap = ...; 3 / Necessary
503 public ... getTask (JvmContext context) { 1]
516 wJvmID = new WrappedJvmID (..., context.jvmId.getId()); 5

6

public class TestViolationl (
public static void main(...) {

call

job = submitJob(...);
waitRunningJob (job, ...);

mapreduce/v2
13 public ...

app/client/MRClients$
forceKillTask (tState,

sequences

// mapreduce/v2/app/job/impl/TaskAttemptImpl.java
374 sstateMachine .addTransition (SUCCESS_FINISHING ,

521 jvmMap .containsKey (wjvmID)) {...} attempt = findActiveAttempt (...); ..., new KilledAfterTransition());
524 { 7 mr = createMR("mr-race", ...); 1375 public void handle (tId, tState, ...) {

533 task = jvmMapy remove (wJjvmID) ; 8 / Invoke public APIs concurrently 1388 “\ stateMachine .dotransition (tState, ...);
537 task .setEncryptedSpillKey(...); 9 tChild=()->{YarnChild.main(tId, ...);}; /1413 )

539 } tKill=() ->{mr.forceKillTask (tId, tState, ...);}; 42261 private ... class KilledAfterTransition {

542
545
551
552
568
582
588 1
721 }

(a) The simplified code containing two atomicity
violations on jvmMap. — shows the buggy interleaving
521-582-533.

public ... registerPepdingTask (..., WrappedJvmID jvmID) { 1

jvmMap .put (jvmID, // Trigger
egister (... '
“Temove (jvmID) ;

, WrappedJvmID jvmID) {

ENRTIRISR T S

the

tl = new Thread (tChild);
t2 = new Thread (tKill);
threads tl and t2

(b) The generated test case for violation
521-582-533. Lines 4-7 show the necessary
call sequence to prepare system states.

32267

A2y
2300 )
2301 )

public ... transition(...) {
appContext .unregister (...);

concurrently

(c) With LLM-generated coarse parameter
values, execution reaches only lines 1379 and
1388 in the TaskAttempt Impl class.

Figure 1: Overview of MapReduce-7507, a newly detected and confirmed distributed concurrency bug.

such that the remove at line 533 in one thread occurs between
the if check at line 521 and the remove at line 533 in the
other thread. In both cases, the remove in getTask () returns
null, causing the dereference at line 537 to raise Nul1lPoint-
erException. We next discuss how Themis detects this bug.

Our approach begins with static analysis. We first identify
an RPC client—server pair, namely YarnChild.main () and
TaskAttemptListenerImpl.getTask (). From this pair,
we traverse upward through the RPC client’s call chain and
downward through the RPC server’s call chain to extract RPC-
reachable variables. The analysis identifies jvmMap on the
RPC server side, accessed at lines 521 and 533 in getTask ().
We then locate additional accesses, including accesses at line
551 in registerPendingTask () and line 582 in unregis-
ter (). Applying our static checking rules yields three can-
didate atomicity violations (521-533-533, 521-551-533, and
521-582-533) and two order violations (533-551 and 533-
582). The two order violations are subsumed by the atomicity
violations (521-551-533 and 521-582-533) because they have
the same racy accesses and symptom statements, and they are
not processed separately in subsequent stages. All violations
match the missing retrieval check (MR) pattern, where an
entry is returned at line 533 and then dereferenced without a
null check at line 537.

For each detected violation, an LLM supplied with static
analysis results generates a basic test case that prepares the
system state and invokes public interfaces with coarse pa-
rameter values without triggering errors. Figure 1b shows
the generated test for violation 521-582-533, which con-
currently invokes the public interfaces YarnChild.main ()
and forceKillTask (). The call sequence first initializes the
RPC server via job submission, which instantiates an instance
of the TaskAttemptListenerImpl class. It then waits for the
job to run and locates the active attempt to establish the pro-
gram state needed to enter the else branch at line 524 of get -
Task () in Figure la. Finally, createMR () instantiates an mr
object, which is used to invoke forceKillTask (). The gen-
erated call sequences span heterogeneous operations, such as
job submission, runtime object instantiation, and multi-stage
state preparation across multiple classes, but lack predefined

invocation patterns, and are therefore difficult to enumerate
in advance.

The basic test case generated by LLM, which sets tState
to ASSIGNED, failing the path condition in addTransition ()
(line 374) and preventing unregister () from being invoked,
and Figure 1c illustrates the call path. Directed fuzzing iden-
tifies SUCCESS_FINISHING as the required value, enabling
execution to reach the racy accesses (lines 521, 533, and 582
in Figure 1a), after which we manipulate interleavings to ex-
pose the bug. Violations without observable symptoms after
adjusting parameters and exploring interleavings are pruned,
and violation 521-551-533 is pruned as a false positive.

1.2 Contributions

We design and implement Themis', a novel framework for
detecting distributed concurrency bugs. As shown in Figure 2,
Themis consists of three modules. First, it performs static
race detection tailored to open systems by traversing RPC
client—server call chains both upward and downward to extract
RPC-reachable variables and identify their access sites. It
then applies violation analysis rules, retaining only those
reachable from public interfaces and matching specific error
patterns. Second, Themis generates test harnesses for public
interfaces with call sequences that establish the target program
states, though parameter values may not initially satisfy all
path conditions. Third, Themis applies parameter fuzzing to
drive execution to racy accesses, manipulates interleavings
and checks resulting behaviors, and then launches a follow-
up fuzzing phase to satisfy error-triggering conditions and
expose the targeted symptoms.
Overall, this paper makes the following contributions:

* We present Themis, a novel framework for detecting dis-
tributed concurrency bugs that integrates static race detec-
tion, LLM-based test harness generation, and parameter
fuzzing with interleaving exploration to substantially im-
prove detection coverage.

Themis is the Greek goddess of order who enforces correctness in dis-
tributed concurrency chaos.
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System
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[ Error Pattern Matching ]
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Figure 2: The Themis framework.

* We propose a static RPC-driven race detection that tracks
RPC-reachable variables and applies violation-specific
rules with error pattern matching. Guided by this analy-
sis, we develop LLM-based harness generation to construct
state-preparing call sequences, a distributed-system—aware
directed fuzzing strategy to refine parameters, and interleav-
ing manipulation to trigger bugs.

* We have implemented a prototype of Themis, publicly avail-
able at https://github.com/caohch-1/Themis. Eval-
uation on eight real-world distributed systems shows that
Themis detects 204 violations (of which 198 are new) cor-
responding to 58 bugs (of which 52 are new). We have
reported all the 52 newly discovered bugs to developers,
and six have been confirmed as of publication.

2 Related Work

Distributed Concurrency Bug Detection and Fixing. Dis-
tributed concurrency bugs extend concurrency challenges to
multi-node systems, where shared memory accesses are me-
diated through RPCs or message passing [59-61]. Existing
detection tools, i.e., DCatch [59] and CloudRaid [60, 61],
adopt dynamic approaches and suffer from coverage limita-
tions. DFix [52] performs automatic patching using carefully-
defined roll-backs and fast-forwards. Compared with prior
work, Themis starts with static analysis followed by test gen-
eration and fuzzing, achieving higher detection coverage.
Dynamic Detection of Local Concurrency Bugs. Dy-
namic techniques for detecting concurrency bugs in single-
process, multi-threaded programs have been extensively stud-
ied [38, 39, 44, 45, 53, 57, 64, 67, 75, 82-87]. Existing ap-
proaches either perform substantial analysis to identify suspi-
cious racy accesses followed by targeted testing [39,44, 53,
64,75, 83,85, 86], or rely on heuristic exploration of thread
interleavings with little or no prior analysis [38,45,57,67,82,
84,87]. However, they depend on hand-crafted workloads or
existing test suites and suffer from coverage limitations.
Static Race Detection. Prior work on static race detec-
tion primarily targets local concurrency bugs in closed sys-

Function within RPC f Racy function within
pair’s call chain /TRC Tacy another call chain

Shared variable
Figure 3: The static analysis workflow. — represents the workflow

of Section 3.1, while — represents the workflow of Section 3.2.

tems [24,31,42,43,56,72,79]. Chord [68] considers open
systems but begins analysis from synthesized harnesses. In
contrast, Themis targets open systems and follows an analysis-
first pipeline, using static analysis to guide the construction
of diverse and system-specific test harnesses for triggering
distributed concurrency bugs.

Concurrency Test Generation. Prior work on automated
concurrency test generation primarily targets unit-level multi-
threaded tests for local races [71,73,74,77,78, 80]. These
approaches do not generalize to distributed concurrency bugs,
as they cannot construct the diverse, system-specific call se-
quences or orchestrate multi-component interactions required
to establish the necessary system states.

Parameter Fuzzing. Parameter fuzzing includes coverage-
guided [2-5,33,70] and directed approaches [25,28,48, 54,
55, 65, 69, 76]. Coverage-guided fuzzing maximizes code
coverage, whereas directed fuzzing steers execution toward
target locations. Prior work applies parameter fuzzing to con-
currency bug detection by optimizing concurrency-related
coverage metrics and injecting delays to expose bugs [27,39].
Themis builds on directed fuzzing [25, 65] to guide explo-
ration toward racy accesses and their failure symptom paths.

3 Static RPC-Driven Race Detection

In this paper, we focus on RPC-induced distributed concur-
rency bugs, where shared variables are concurrently accessed
without proper synchronization, with at least one access occur-
ring along an RPC call chain. These shared variables may re-
side on either the RPC server or the RPC client. In both cases,
one access occurs along an RPC execution, either within an
RPC server handler or mediated through RPC parameters or
return values on the client, while the conflicting access may
originate from another concurrent RPC or from a local call
on the same side where the variable resides.

Distributed systems, by their open-systems nature, expose
public interfaces that may be invoked concurrently by external
clients once the appropriate system state is established. Our
static analysis identifies pairs of such public interfaces and
their corresponding call chains, with at least one being an RPC
call chain. Because constructing test harnesses that establish
the required system state often involves complex and non-
trivial call sequences, Themis performs static analysis without
relying on test harnesses. Instead, it conservatively assumes
that any pair of public interfaces can be invoked concurrently,
and defers test-harness generation to a subsequent step.
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Figure 3 illustrates the workflow of Themis’s static analy-
sis. Starting from an RPC client-server pair, Themis traverses
the call chain both upward and downward to identify RPC-
reachable access sites (denoted as s,p.) and extracts candidate
shared variables (denoted as v). The upward search identi-
fies client-side variables, while the downward search identi-
fies server-side variables. It then gathers all access sites to
each shared variable, forming an access-site set S, which also
includes accesses outside RPC call chains to capture races
containing at least one RPC-reachable access (Section 3.1).
Themis applies violation-specific static rules to check whether
a variable escapes to both the RPC (via access site s,,.) and
another thread via access site s,y from S, detecting either
order violations, where accesses occur out of the intended
sequence, or atomicity violations, where accesses interleave,
breaking the expected atomic execution (Section 3.2).

Themis prunes benign races by checking whether each de-
tected violation can lead to an observable symptom. Only
symptom-producing violations are retained, and for each,
Themis outputs the corresponding call path, including the
public interface pair, RPC client—server pair, racy access state-
ments together with their enclosing functions, and potential
symptom statement, to guide subsequent test generation (Sec-
tion 4) and fuzzing (Section 5).

3.1 Candidate Shared Variables and Access
Sites Extraction

Themis begins by extracting RPC client-server pairs to es-
tablish caller-callee relationships. It then traverses the RPC
call chain both upward and downward to identify access sites
and candidate shared variables on the client and server sides.
For each variable, Themis constructs an access-site set that
includes sites both within and outside the RPC chain. This set
enables race detection by identifying conflicting accesses to
shared variables across different call chains.

RPC Client-Server Pair Extraction. Correct RPC com-
munication requires both protocol alignment and compatible
endpoint addresses. Themis uses RPCBridge [30] to automat-
ically extract candidate RPC client—server pairs that imple-
ment the same protocol. Since RPCBridge does not analyze
endpoint addresses, Themis performs a configurable-address
analysis: it tracks configuration values to RPC endpoints and
identifies address-related keys. Pairs whose client and server
rely on disjoint configurable addresses are pruned. Pairs shar-
ing an address but differing in ports may remain as false
positives and are filtered later during fuzzing (Section 5.1).

Access-Site Extraction. Themis performs reachability
analysis by traversing both upward through the RPC client’s
call chain and downward through the RPC server’s call chain
to identify relevant memory access sites (denoted as s,p¢) to
local, instance, static, and parameter variables. At this stage,
Themis considers all access sites without checking whether
they are reachable from a public interface, deferring public-

interface identification to Section 3.2. The downward traversal
examines the server function and its callees to locate access
sites within the RPC server. On the client side, since RPC be-
haves like a local procedure call (LPC), variable accesses are
mediated through parameters or return values. Thus, Themis
traverses the RPC client’s callers via the inter-procedural
control-flow graph (ICFG) to identify access sites that propa-
gate into RPC parameters or consume RPC return values.

Variable Extraction from Access Sites. For each access
site, Themis extracts the corresponding accessible variables
and classifies the access as either a read or a write. For param-
eter variables and receiver objects, Themis employs points-to
analysis [50] to identify the referenced variables. Each refer-
enced variable is then similarly classified as a read or a write.
If a referenced variable is passed to a library or third-party call,
Themis classifies the access as a read to avoid missing poten-
tial data races. Further details on access sites and read—write
access classification are provided in Appendix A.1.

Candidate Shared Variable Filtering. Once variables are
extracted, Themis filters them to retain only those that may be
shared and can lead to distributed concurrency bugs. As the
execution models of RPC servers and clients differ, Themis
applies distinct filtering strategies on the two sides.

On the RPC server side, the filtering strategy is guided by
the server-side RPC execution model, where the RPC server
is a long-lived instance that concurrently handles multiple
client requests via worker threads. As a result, instance fields
of the RPC server are shared across threads and constitute a
primary source of distributed concurrency bugs. Themis there-
fore tracks server-instance fields, static fields, and IO/NIO
objects within the RPC server class, and conservatively re-
tains static and IO/NIO variables in inter-class callees. We
do not track inter-class instance fields, as objects instantiated
at different sites typically represent distinct instances; an ex-
amination of the evaluated systems revealed no cases of such
inter-class instance-field sharing. On the RPC client side, all
local, instance, and static variables are retained, as client-side
execution does not introduce the same implicit cross-request
sharing as on the server side.

Per-Variable Access-Site Set Construction. For each can-
didate shared variable v retained after filtering, Themis con-
structs an access-site set S consisting of all accesses that may
come from another call chain different from the specified
RPC call chain and conflict with the RPC-reachable access
Spe- To build this set, Themis examines all the access sites
within the variable’s declaration scope and applies points-to
analysis [50] to retain in S only those accesses that refer-
ence the same shared variable, classifying each as a read or
a write. Specifically, the scope is restricted to the declaring
class for instance variables, the declaring method for local
variables, and extended to the entire codebase for static vari-
ables, which are globally visible. For IO/NIO objects, Themis
performs additional path-based analysis to identify underly-
ing resources and determine whether different objects may



Table 1: Notations for violation analy51s rules in Table 2.

™M

Symbol
Sy Statements S, are access sites to variable V.
Within the variable v’s declaration scope, function f is the closest
X (f,S) |enclosing function that reaches statements S, through ICFG on the
same control-flow consecutively.
Within the variable v’s declaration scope, function f is the closest
Al (f,5:,S,) |enclosing function that reaches statements .5, and SV, through
ICFG on the same control-flow asynchronously.
W(S\,) At least one statement in S, performs write operation.
A(S,,S) Consecutive statemepts Sy -imerleave with another statement S in
V<V lone of four patterns including RWR, WWR, WRW, and RWW.
Detected violation tuple with enclosing functions F, access
) statements S, and type 7' (Order/Atomicity).

viol (F,S,,T

Table 2: Violation analysis rules. In Rules @ and @, f| and f5
must be reachable through different call chains. §, = {s1,s2}
in Rules @, ©, and @. S, = {s1,5,} and S, = {s3} in Rules
@ and @. Starting from the RPC-reachable access site s, €
{s1,52,53}, at least one of f] and f, must be part of the RPC
call chain.

Violation Analysns Rules
(flv{bl}) (fz,{bz})AW .5v) viol({f1, f2}, S, Order)

(f1,S)A (fz S YAA(S,, 5 ) viol ({1, 2}, {s1,52,53 },Atomicity)
(1, 8) A (A(S), {s1}) VA(S,, {52})) | viol{{fi},S,,Atomicity)
(
(

Violation Tuple

f, {Yl} {W})AW SL) Vi()]({fl}nsvaorder)
FLSIAL (RS0 SOYAA(S, S | viol({fi}, {s1,52,53}, Atomicity)

®© © 00
2< =< 28 2<

refer to the same resource. File paths are treated as implicit
references, analogous to pointer dereferences, and the anal-
ysis scope therefore includes all IO/NIO access sites across
the codebase. Because paths may be dynamically constructed
via function calls or string concatenation, Themis leverages
StringAnalyzer [1,29], a static string solver that approximates
possible runtime file paths, enabling identification of potential
aliasing among IO/NIO objects.

3.2 Rule-Based Violation Identification

Themis detects distributed concurrency violations by reason-
ing over the shared-variable access sites extracted in the pre-
vious step. It identifies a race when one access to a variable,
derived from an RPC call chain, conflicts with another access
to the same variable along a different call chain, where the
latter access belongs to the constructed access-site set. To
identify concurrency violations from racy accesses, Themis
applies the predefined rules in Table 2, which capture common
atomicity and order violation patterns under RPC execution.
Themis further extracts the public interfaces of the two call
chains to confirm that the variable can escape to two different
threads, followed by the unlocked-violation tuple analysis to
prune atomicity violations that are properly synchronized.
Themis produces violation tuples (¥ ,.S,,T), where ¥ rep-
resents the enclosing functions, S, is the set of conflicting
access sites to the shared variable v, and T denotes the viola-
tion type (atomicity or order violation). Themis also includes
the corresponding public interfaces that can invoke each vio-
lation, which are used to construct test harnesses in Section 4.

Violation Analysis Rules. Starting from an RPC-reachable
variable v and an access site s, with the enclosing function
frpe» Themis searches for other racing accesses to the same
variable along a different call chain and applies the static rules
in Table 2 to identify either order or atomicity violations, as
outlined below. Details on the completeness proof of the rules
are provided in Appendix A.2.

¢ Rule @ (Order violation across different functions): if two
functions f; and f, respectively reach two access sites
{s1,52} to the same variable v, and at least one access is a
write, then Themis reports a potential order violation, since
the two accesses may interleave in a nondeterministic order.

* Rule @ (Atomicity violation across different functions): if
/1 consecutively accesses the same variable v at {sy,s2},
while another function f, reaches an additional access s3,
and the three accesses can form one of the four buggy in-
terleaving patterns (RWR, WWR, WRW, RWW), Themis
reports a potential atomicity violation. The motivating ex-
ample in Figure la illustrates such a violation between
unregister () and getTask().

* Rule © (Self-atomicity violation within one function): if
a function fj consecutively accesses the same variable at
{s1,52}, concurrent executions of f] may interleave with
each other. If such interleavings match one of the four buggy
patterns, Themis reports a potential atomicity violation.

¢ Rule @ (Order violation via asynchronous execution):
if a function f; concurrently accesses the same vari-
able v at {sy,s,} through asynchronous mechanisms (e.g.,

Callable, Runnable, Thread, or Future), denoted as ~
(f1,{s1,52}), and at least one access is a write, Themis re-
ports a potential order violation.

* Rule ® (Atomicity violation via asynchronous execution):
if a function f; consecutively accesses a variable at 51,52
while also concurrently accessing the same variable at s3
through asynchronous mechanisms, and the interleaving
matches one of the four buggy patterns, Themis reports a
potential atomicity violation.

Server and Client Distinctions. Rules @-6 apply to both
server and client code. The reason is that, on the server side,
RPC frameworks execute each call concurrently in a separate
thread, while on the client side, open systems allow diverse
user-initiated invocations [34], which ensures that distinct
functions can execute concurrently. In contrast, Rules @ and
©® are specific to the client side, since on the server side,
asynchronous mechanisms only create local multithreading
independent of RPC clients, and such races are therefore out-
side the scope of distributed concurrency bugs. Moreover,
variable scope differs between the two sides: local variables
are considered only on the client side and appear exclusively
in Rules @ and ©.

Multi-Variable Case Analysis. Although some cases in-
volve multiple variables within the same functions, true multi-
variable races arise only when these variables are correlated,



i.e., when they must remain consistent or jointly satisfy an
invariant [62]. Themis detects no such correlations, and our
single-variable focus is sufficient.

Public Interface Pair Extraction. For each violation,
Themis extracts a pair of public interfaces corresponding to
the RPC and conflicting chains. If a public interface is absent
for either call chain, the violation is discarded as non-escaping
and untriggerable. For violations detected by Rules @-, it
extracts the public interface pairs invoking the enclosing func-
tions f; and f;. For server-side violations, Themis extracts
public interfaces upward along the RPC client’s call chain for
the specified RPC access. If the conflicting function is on an-
other RPC call chain, it extracts public interfaces similarly on
the RPC client side, forming a race between two concurrent
RPC calls; otherwise, it extracts public callers within the racy
variable’s declaration scope, identifying a race between an
RPC call and a local call. For client-side violations, Themis
ensures conflicting accesses by extracting public interfaces
upward along both call chains within the racy variable’s dec-
laration scope. For violations detected by Rules @ and @,
where only one enclosing function is detected and concur-
rency is ensured, Themis extracts public interfaces invoking
the function along the call graph.

Synchronization Analysis. For atomicity violations, we
further prune the candidate cases by checking whether the
function containing the two accesses is declared with the
synchronized keyword, or whether both accesses are en-
closed within a synchronized block. Identifying application-
defined synchronizations (e.g., locks protecting critical sec-
tions and condition variables enforcing execution order [40,
41,52,58,63]) requires domain knowledge and increases the
complexity of static analysis. Ignoring application-specific
locks at this stage can introduce false positives. To balance
accuracy and efficiency, we defer eliminating such cases in-
volving synchronization until the testing phase.

3.3 Error Pattern Matching

Concurrent accesses to the same object are pervasive in dis-
tributed systems, and many are intentional and benign by
design [59, 64, 85], while true harmful bugs typically exhibit
observable symptoms. We distinguish true concurrency bugs
from benign races by examining whether the latent execu-
tion leads to explicit symptoms, which are developer-defined
failures like fatal logs, or implicit symptoms, which are unhan-
dled runtime errors like null pointer dereferences. Building on
prior work [59-61,64,74,85,86] and our observed violations,
we define seven patterns to capture explicit and implicit symp-
toms and describe them below. A violation tuple can lead to
multiple symptoms, each counted as a unique violation. Fur-
ther details of these patterns are provided in Appendix A.3.
Explicit Symptom Detection. For each identified violation,
Themis checks whether the erroneous internal state after racy
accesses propagates through control and data dependencies to

explicit failure statements, including (1) uncaught exceptions,
(2) severe error logs (e.g., Log.error), or (3) system aborts
(e.g., System.exit), consistent with prior studies [59-61].
We name such violations explicit order violations (EQ) and
explicit atomicity violations (EA). Themis checks control
and data dependencies between racy accesses and the failure
statements on top of the call graph enhanced with RPC con-
nections, enabling it to detect bugs that propagate erroneous
internal state via RPCs. Prior studies show that error propaga-
tion distance is typically short [59, 85]. To balance efficiency
and accuracy, we bound the call-path hops from a racy access
site to an observable symptom to three, which was sufficient
to capture all explicit symptoms in our evaluation.

Implicit Symptom Detection. Themis focuses on two
common types of implicit symptoms: null pointer and out-
of-bounds exceptions, which are among the most common
sources of latent errors in distributed systems and account
for a substantial portion of observed concurrency-related fail-
ures [51]. Themis includes five error patterns to capture viola-
tions likely to lead to these two implicit runtime exceptions.
Among the five patterns, four of them do not require erro-
neous state propagation, and the symptom manifests on one
of the racy accesses. Each violation is classified into a pattern
based on its violation type, shared object type, and interleav-
ing pattern. The five patterns are outlined below.
¢ Null Pointer Dereference (NP): Dereferencing an object

after it is assigned to null.

* Out-of-Bounds Access (OB): An array-like object is con-
currently accessed, causing one of the accesses to fall out-
side its valid bounds.

¢ Uninitialized Read (UR): For an order violation, the read
happens before the write operation (instantiation).

* Missing Retrieval Check (MR): The read operation (re-
trieval) from a collection or array may return null. The bug
occurs if the returned value is used directly without a null
check. Bugs matching this pattern require error propagation
from a racy access to a later dereference.

¢ Thread-Unsafe Objects (TO): Concurrent accesses to la-
beled thread-unsafe objects.

Overlapping Atomicity and Order Violations. The same
racy accesses could constitute both an atomicity violation and
an order violation. For example, related to the race between
lines 533 and 582 in Figure 1, Themis reports both an atomic-
ity violation (521-582-533) and an order violation (533-582).
Themis considers an order violation subsumed by an atomic-
ity violation if its racy accesses are a subset of the atomicity
violation’s and they share the same symptom statement. Sub-
sumed violations are merged rather than processed separately
in subsequent stages. This does not introduce false negatives
because Themis exercises all relevant interleavings during
the triggering phase; even if the root cause is truly an order
violation, the bug will still be detected. Finally, we exclude
subsumed order violations from our reported violation counts
to avoid double-counting.



4 LLM-Based Holistic Test Generation

Given the execution paths (including the RPC pair, the viola-
tion tuple (F,S,, T), the public interface set, and the symptom
statement) for each potential violation, Themis incorporates
the static analysis results to guide an LLM to generate a test
case that first establishes the appropriate system state through
necessary call sequences, and then invokes the public inter-
faces without runtime errors such as crashes or invalid invoca-
tions. This step focuses on producing a runnable test; however,
the tests generated by the LLM in this step, even when pro-
vided with the violation tuple and symptom statement, rarely
reach the racy access sites or trigger the symptom. These test
cases serve as the basis for the next stage (Section 5), which
refines parameters and explores interleavings.

Generation-Repair Workflow. For each violation, Themis
follows a generation-repair workflow. It first generates an
initial test using a prompt that incorporates the static-analysis
results. Because the initial test often executes with runtime
errors, the test is iteratively repaired using error messages and
relevant code until a repair threshold is reached. If no test
that executes without runtime errors is produced within the
threshold, the workflow is restarted, leveraging the LLM’s
non-determinism to obtain a different initial test. After several
unsuccessful cycles, existing test suites are incorporated into
the generation prompt to leverage their call sequences, while
the repair process and restarting strategy remain unchanged.

To enable effective test generation, Themis provides ex-
plicit guidance and narrows the scope through careful prompt
design. Each prompt consists of two complementary compo-
nents: instruction and context [26,32,81], which effectively
guide the LLM and focus its attention. Detailed prompts are
provided in Appendix A.4, and we summarize their design
and usage below.

Using a generation prompt, Themis supplies the full execu-
tion paths from the public interfaces together with the RPC
server class code, and instructs the LLM to initialize the RPC
server, construct call sequences for triggering the execution
paths, and invoke the public interfaces concurrently. We then
execute the generated tests to ensure they run without runtime
errors. Before execution, the system is manually booted to
avoid failures caused by uninitialized components, and each
test is then executed on the running system with the highest
privilege level to prevent permission-related RPC failures.

If runtime errors occur, Themis repairs the test using a re-
pair prompt that provides the current test, the execution error
message, and the class code containing the error, and explicitly
instructs the LLM to fix the issue. This repair process contin-
ues until the test executes without errors or the repair threshold
(eight in our evaluation) is exceeded. To mitigate LLM hallu-
cination, Themis performs multiple generation—repair cycles
(five in our evaluation), leveraging regeneration to produce dif-
ferent initial test cases, thereby increasing the likelihood that
at least one can be successfully repaired within the threshold.

If generation still fails after five cycles, Themis augments
the generation prompt with existing test suites. Although
these test suites rely on mocking mechanisms, they can pro-
vide valid call sequences and arguments. All test suites from
classes containing the public interfaces are added as context,
and Themis uses the same generation—repair workflow and
workflow restarting strategy.

Public Interface Selection. A violation may be reachable
through multiple public interfaces, all of which are identified
by our static analysis. We prioritize public interfaces with the
highest likelihood first. Once test construction succeeds for
one interface, no further attempts are made for other inter-
faces associated with the same violation. Themis first tries the
closest public interfaces, defined by the minimal number of
call-graph hops to the enclosing functions, as they impose the
fewest additional path conditions. It then considers top-level
public interfaces (i.e., those without callers), which are clos-
est to user-facing entry points (e.g., CLI APIs) and typically
require shorter call sequences and simpler parameter values,
making them easier for the LLM to exercise correctly. If nei-
ther succeeds, Themis progressively explores other public
interfaces from closest to farthest in hop distance, increasing
the likelihood of generating a successful test.

LLM-Generated Parameter Value Set. In addition to the
single parameter value set used in the test case, Themis further
instructs the LLM to generate multiple candidate parameter
value sets that serve as seeds for directed fuzzing. Although
LLM-generated parameter value sets often fail to reach racy
access sites directly, they are generally stronger than conven-
tional fuzzing seeds, providing values closer to valid ones and
thus accelerating fuzzing.

Insufficient Call Sequence. Despite carefully guiding test
generation with static analysis results and focused prompts,
Themis may still produce tests that, while error-free at run-
time, lack the necessary call sequences to establish the re-
quired system state for triggering targeted accesses. Directed
fuzzing refines input parameters but cannot recover missing
call sequences. As a result, such tests fail to expose violations,
leading to five false negatives (Section 6.2.3).

5 Staged Parameter Fuzzing and Interleaving
Exploration

To validate and expose concurrency bugs, Themis system-
atically addresses three necessary conditions: reaching the
racy statements, triggering the specific buggy interleaving,
and satisfying the failure conditions to manifest symptoms,
and achieve the goals in three stages.

First, for the test cases generated with incorrect input pa-
rameters, Themis applies directed fuzzing [65] to find the
parameter values that can invoke the identified RPCs and
reach the racy access statements by setting these statements
as fuzzing targets (Stage I). Second, once the access sites are
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Figure 4: Directed fuzzing process.

reached, Themis manipulates the relevant interleavings of con-
flicting accesses to expose bugs and checks if the symptoms
manifest immediately (Stage II). Finally, because a triggered
race may still remain hidden if failure conditions are unsatis-
fied, Themis launches a follow-up fuzzing phase that inherits
the seed pool from Stage I and sets the symptom statements
as additional fuzzing targets to drive execution toward observ-
able failures under specific interleavings (Stage III).

5.1 Directed Fuzzing in Stages I and IIT

Directed fuzzing steers execution toward a prespecified set of
target statements, in contrast to coverage-guided fuzzing that
aims to maximize coverage. As shown in Figure 4, Themis
applies directed fuzzing within an iterative fuzzing loop.

Themis first initializes a seed pool. In each iteration, it
selects and mutates a batch of parameter sets (five in our
evaluation) and executes the test case with each parameter
set. In the first iteration, the LLM-generated test case with
its original parameter values is executed directly. To guide
this search, Themis relies on a distance metric that quantifies
how far the current execution is from the prespecified targets.
After every execution, Themis records whether the targets are
reached and computes the distance to the target statements.
Each parameter set is then scored using both the distance
metric and the power scheduling strategy (APS) [66]. Early in
the process, APS favors unexplored parameter values, but over
time shifts priority toward those closer to the targets. Finally,
parameter sets that shorten the distance or cover new code
branches are returned to the seed pool, and the highest-scoring
ones are selected for the next iteration. Fuzzing continues
iteratively until either a parameter set reaches all targets or
the time budget is exhausted.

Stages I and III follow the same fuzzing procedure, except
that Stage III adds symptom statements as additional fuzzing
targets, inherits the final seed pool from Stage I, and executes
the test case under all relevant interleavings to ensure the
symptom appears only under the buggy interleaving, whereas
Stage I executes only under a single interleaving.

To collect runtime data for monitoring test execution and
computing distances to the targets, Themis instruments all
basic blocks of functions along the target execution path, as
well as those of their callees up to seven hops away. If the
test executes beyond this range, the distance to the target is
considered infinite. This approach efficiently avoids instru-

menting the entire system, which could otherwise prevent
system startup or significantly degrade performance.

5.2 Stage I: Race-Targeted Parameter Fuzzing

Themis applies directed fuzzing to refine the parameters to
reach access sites. When Stage I identifies a parameter set
that reaches the accesses, it passes the parameters to Stage
I, records the seed pool state, and terminates fuzzing. If the
fuzzing time budget is exhausted without reaching the targets,
Themis discards the violation tuple. False positives, such as
non-communicable RPC pairs or unsatisfiable path conditions
between the public interfaces and access sites, are pruned in
this manner.

For each test case, Themis sets the fuzzing targets to the
RPC call sites and the entry points of the server functions,
as well as the entry points of functions ¥ and the access
statements .S, in the violation tuple (F,.5,,T). These fuzzing
targets ensure that execution follows the intended call chain
when they are reached.

The quality of the initial seed pool is critical to the effi-
ciency of fuzzing. In addition to randomly generated seeds
used by conventional directed fuzzing, Themis augments the
seed pool with LLM-generated parameter value sets and con-
stants extracted from the execution paths. Constants are partic-
ularly important, as many path conditions depend on checking
a variable’s value against a constant, which determines the
execution branch and enables triggering the target path.

5.3 Stage II: Interleaving Exploration

Given a parameter set from Stage I that reaches the target
accesses under a single interleaving, Themis explores all rel-
evant interleavings for the violation using a signal-and-wait
mechanism. For order violations, Themis explores the two
possible orders of the two racy accesses. For atomicity viola-
tions, Themis explores three interleavings in which one access
occurs before, after, or between two consecutive accesses. If
the buggy interleaving cannot be reached, the accesses are
assumed to be protected by synchronization mechanisms and
the violation tuple is pruned. Once all relevant interleavings
are exercised, Themis checks the resulting behaviors to de-
termine whether the bug is exposed. If all interleavings are
reached but the symptom does not manifest, the parameters
and the interleavings are passed to Stage III.

We employ DCatch’s [59] signal-and-wait mechanism to
control the execution order of accessing statements. A con-
troller coordinates execution by suspending each access imme-
diately before and after it until permission is granted, enabling
deterministic exploration of all relevant interleavings.

If the buggy interleaving cannot be enforced by the signal-
and-wait mechanism, the violation tuple is pruned. For an
order violation, this indicates that only one execution order is
feasible; for an atomicity violation, it indicates that the two



consecutive accesses cannot be interleaved by another access.
In both cases, the accesses are likely guarded by synchroniza-
tion mechanisms missed by static analysis.

Themis executes the test case under all relevant interleav-
ings and checks their behaviors. For an order violation be-
tween two accesses, Themis verifies that the identified symp-
tom manifests only under one specific order, while the oppo-
site order produces no symptom. For an atomicity violation
involving three accesses, Themis checks that the symptom
appears only when one access occurs between the other two
consecutive accesses, whereas executions with that access
occurring before or after the pair produce no error. For thread-
unsafe objects (TO), Themis does not directly trigger bugs
in standard Java thread-unsafe classes, but it verifies that the
execution path is reachable and interleavings are adjustable; it
returns the potential violations to users for final determination.
In our evaluation, all the detected TO violations are confirmed
as true positives with observable symptoms.

5.4 Stage III: Symptom-Targeted Parameter
Fuzzing

Themis reuses the seed pool and the parameters from Stage [
to initiate a new fuzzing process, adjusting the parameters to
satisfy failure conditions and expose the associated symptoms.
To determine whether the symptoms are reached, Themis in-
cludes the symptom statements as additional fuzzing targets,
in addition to all Stage-I targets. Stage III is allocated a sep-
arate time budget, and the APS strategy accounts only for
the elapsed time within this stage. For each parameter value
set generated during fuzzing, Themis first checks whether
the RPC and racy access statements are reached under a par-
ticular interleaving, as in Stage I. If so, Themis explores all
relevant access interleavings produced by the signal-and-wait
mechanism and checks behaviors as in Stage II. Fuzzing ter-
minates once all relevant interleavings are exercised and only
the buggy interleaving triggers the symptom, which is consis-
tent with the behavior-checking criterion in Stage II; other-
wise, it continues until the time budget is exhausted. When
the budget is exhausted, Themis prunes the violation. Benign
races that reach the accesses but never manifest symptoms
are eliminated in this manner.

Themis initializes Stage III by inheriting the final seed pool
from Stage I and using its final parameter set as the starting
point. Since Stage I already ensures that the accesses are
reached, only the failure conditions remain unsatisfied. As
the seed pool accumulates increasingly effective parameters
during Stage I, Stage III begins with parameter values that are
near the remaining targets, enabling efficient exploration of
error-triggering path conditions.

Themis retains all fuzzing targets from Stage I and adds the
symptom statements as additional targets. For implicit errors,
reaching potential symptom statements does not necessarily
trigger the error. For example, in Figure 1a, accessing line 537

public void endQuery(String qld) public void setTaskCounters(String qld, String tid, ...)

S1: querylnfoMap.remove(qu);—\ASZ_ i = queryInfoMap.get(gld):

i Instr 1 cond block :
(i==nuh { if (tMap.get(tid)!=null && ...)
// Original following codes $3:  ji.rowCountMap.put( []

1

s

Figure 5: Hive-29150 bug example.

does not by itself trigger the error; the error occurs only when
taskis null. To address this, Themis instruments checks that
transform error-triggering conditions into explicit control-
flow branches and treats them as fuzzing targets. For null
pointer dereferences in NP, UR, and MR patterns, it inserts pre-
dereference null checks (e.g., 1f (var == null)). For out-
of-bounds errors on array-like variables (e.g., ArrayList) in
OB pattern, it adds index range checks (e.g., if (i < 0 ||
i >= arr.length)), thereby making these errors explicit.

Case Study. In Figure 5, removing an entry from query-
InfoMap at S1 before it is retrieved at S2 causes ji to be
null. Themis instruments an if-condition block after S2 to
guide the fuzzer in finding a parameter value that causes ji
to be null. With Stage I setting tid to an invalid key, the error
at S3 is not triggered. Stage III refines tid to a valid key,
exposing the bug.

6 Evaluation

We have implemented a prototype of Themis consisting of
approximately 6.5K lines of Java code for static analysis and
fuzzing, and 700 lines of Python code for building the LLM-
based test generation. The static analysis and fuzzing instru-
mentation are built on top of the Soot framework [20], and
RPC extraction is implemented using RPCBridge [30]. We
employ Claude-4 [13] as the backbone model for all LLM-
based tasks in Themis, due to its demonstrated strengths in
code comprehension and program synthesis. We build the
directed fuzzing engine by integrating the techniques of Se-
lectFuzz [65] into the Java fuzzing framework JQF [70]. The
fuzzing time budget is set to 30 minutes.

Target Systems. We evaluate Themis on the latest releases
of eight popular cloud systems, including Alluxio [6], Hadoop
Common (Hadoop) [15], HBase [11], HDFS [16], Hive [17],
MapReduce [18], Tez [21], and YARN [23]. More details
of these systems are in Appendix A.5. These systems are
representative of open-source distributed platforms and in-
corporate four RPC frameworks, i.e., gRPC [14], Hadoop
IPC [15], Netty [19], and Thrift [22].

Measurement of New Bug Discovery. The primary mea-
sure of Themis as a detection tool is its ability to uncover
new bugs. We evaluate Themis on the latest releases of the
eight systems, using the number of violations and the number
of bugs to quantify its detection capability. The number of
violations counts unique violations, while the number of bugs
counts groups of violations that could be fixed by the same



patch, including atomicity violations resolved by adding a
lock to serialize the same accesses and order violations ad-
dressed by enforcing specific execution orders.

New Bug Confirmation. We have reported all the newly
discovered bugs to the developers. However, bug confirmation
through Apache Jira [12], which is the bug tracking system
used by the systems we evaluated, typically takes a long time.
For bugs not confirmed by developers, we validate them as
true bugs in two ways: (1) Themis demonstrates that the
bug can be triggered via public interfaces under feasible in-
terleavings and produces observable symptoms; and (2) we
manually inspect source-code comments, documentation, and
system manuals to confirm that users are neither instructed
nor expected to enforce a specific operation order or maintain
atomicity for the racy accesses.

Known Bug Detection. We review reported bugs from
prior studies [49,59-61]. We exclude state-machine—related
bugs, as they are typically detectable through other ap-
proaches [36,46,47]. After filtering, we collect six known
bugs in the eight targeted systems. We run static analysis on
the buggy system versions to determine whether these bugs
are covered. For the covered ones, we further evaluate whether
Themis can detect them by applying LLM-based test genera-
tion on the extracted paths, followed by directed fuzzing and
interleaving exploration to trigger the bugs.

6.1 Detection Results

Table 3 and Table 4 present the detection results for Themis.
Appendix A.5 shows the descriptions of all detected bugs.
Specifically, Themis detects 204 unique violations (198 of
which are new), corresponding to 58 bugs (52 of which are
new). We have reported all the 52 new bugs to developers,
and six have been confirmed as of the paper’s publication.
Such confirmations typically take months, as they rely on
maintainers’ manual review and deliberation.

In contrast to prior dynamic detection approaches such as
DCatch [59] and CloudRaid [60, 61], which uncover only
a small number of bugs, most of which are already known,
Themis’s static-driven approach reveals dozens of previously
unknown ones. Because DCatch and CloudRaid are not open
source, we cannot apply them to the latest versions of the
evaluated systems for direct comparison. Experiments on the
known-bug benchmark show that all the six known bugs are
successfully detected with no false negatives.

170 out of 204 detected violations (83.3%) exhibit implicit
symptoms. Among them, 141 cases belong to the UR pat-
tern, which occurs when functions access variables before
they are initialized. These 141 violations are densely merged
when reporting bugs. For example, the Yarn-11846 bug con-
solidates 36 unique UR violations because they involve the
same initialization function and shared variable, with each
violation occurring between the initialization function and
another function reading the shared variable.

Table 3: Number of detected violations. Superscript indicates
the number of violations that correspond to known bugs.

System EO EA NP OB UR MR TO | Total
Alluxio 0 0 0 0 2 0 0 2
Hadoop 1 0 1 0 0 0 0 2
HBase 53 3! 1 0 36 1 2 48*
HDFS 3 0 0 0 1 3 1 8
Hive 2 0 0 0 10 1 0 13
MapReduce | 77 3 3 2 19 3 2 392
Tez 1 0 0 0 2 0 0 3
Yarn 9 0 4 0 71 2 3 89
Total 285 6 9 2 141 10 8 204°

Table 4: 52 new bugs and 6 known bugs detected by Themis.
Six confirmed newly discovered bugs are bolded. ‘#Vio’
refers to the number of violations merged into this bug.

# BuglID Pattern #Vio| # BuglID Pattern #Vio
1 Alluxio-18738 UR 2 31 MapReduce-7499  UR 7

2 Hadoop-19462 EO 1 32  MapReduce-7510 UR 10
3 Hadoop-19458 NP 1 33  MapReduce-7515  UR 2

4 HBase-29525 EO 2 34 MapReduce-7507 MR 2

5 HBase-29516 EA 2 35 MapReduce-7518 MR 1

6 HBase-29607 NP 1 36  MapReduce-7512  TO 1

7 HBase-29529 UR 17 | 37 MapReduce-7513  TO 1

8 HBase-29530 UR 5 38  Tez-4644 EO 1

9 HBase-29538 UR 6 39  Tez-4645 UR 2

10 HBase-29539 UR 8 40  Yarn-11769 EO 2

11 HBase-29606 MR 1 41  Yarn-11770 EO 2

12 HBase-29510 TO 1 42 Yarn-11772 EO 3

13 HBase-29595 TO 1 43 Yarn-11773 EO 2

14 HDFS-17726 EO 1 44 Yarn-11771 NP 2

15 HDFS-17727 EO 1 45  Yarn-11847 NP 2

16 HDFS-17879 EO 1 46  Yarn-11846 UR 36
17 HDFS-17823 UR 1 47  Yarn-11849 UR 22
18 HDFS-17734 MR 3 48  Yarn-11852 UR 9

19 HDFS-17822 TO 1 49  Yarn-11853 UR 4

20 Hive-29143 EO 2 50  Yarn-11860 MR 2

21 Hive-29151 UR 6 51  Yarn-11851 TO 1

22 Hive-29156 UR 4 52 Yarn-11859 TO 2

23 Hive-29150 MR 1 53 HBase-4539 EO 1

24 MapReduce-7498 EO 2 54 HBase-5780 EO 1

25 MapReduce-7501  EO 2 55 HBase-6070 EO 1

26 MapReduce-7514  EO 1 56 HBase-4729 EA 1

27 MapReduce-7511 EA 3 57 MapReduce-4099 EO 1

28 MapReduce-7516 NP 2 58 MapReduce-4637 EO 1

29 MapReduce-7529 NP 1

30 MapReduce-7509 OB 2 | retal rooa

The newly detected bugs exhibit root causes similar to
those of previously known bugs. For example, in HBase-
4729, concurrent calls to split () and unassign() on the
same HMaster cause an order violation that raises NodeEx—
istsException, while in MapReduce-7514, concurrent calls
to purgeLogsOlderThan () and getJournaledEdits () on
the same journal server cause an order violation that raises
NewerTxnIdException. The results highlight a common pit-
fall: developers often overlook that server functions may be in-
voked on the same class instance by multiple RPC clients, and
this leads to simple but harmful races, where two functions
accessing the same shared variable are invoked concurrently
by different clients.

The shared variables span multiple types. 45 of the 204
violations (22.1%) involve collections, 2 involve arrays, and
2 involve IO/NIO objects. In particular, the OB, MR, and TO
patterns arise only from arrays, collections, and IO/NIO ob-
jects. The two OB cases are order violations. The 10 MR cases



include 2 atomicity violations (e.g., MapReduce-7507 in Fig-
ure la) and 8 order violations (e.g., Hive-29150 in Figure 5).
Among the 8 TO cases, half (4/8) manifest as Concurrent-
ModificationException, which occurs when a collection
is modified concurrently during iteration. The other 4 TO
cases arise from concurrent operations overwriting each other.
For example, in Yarn-11859, concurrent add and clear op-
erations on the same io.File object race, with the clear
overwriting the add, causing the newly added content to be
lost and resulting in an exception.

Seven out of 34 violations in the EO and EA pattern propa-
gate effects across different nodes via RPC. Such cases occur
when a server-side race causes the RPC call to return an
unexpected value, which in turn triggers a client-side error.

Among the 204 violations, 23 are atomicity violations (cor-
responding to 16 bugs) and 181 are order violations (corre-
sponding to 42 bugs). Particularly, all the 141 UR violations
fall under order violations, contrasting with local concurrency
bugs where atomicity violations dominate.

The average detection time of Themis is 34.6 minutes
per system for static analysis, 10.2 minutes per violation for
LLM-based test generation, and 6.1 minutes per violation for
parameter fuzzing with interleaving exploration. The average
token cost per violation is 487K. More detailed analysis is
presented in Appendix A.6.

6.2 Module-Specific Result Analysis

In this section, we evaluate the effectiveness of Themis’s three
modules and provide a detailed analysis of the results.

6.2.1 Static Analysis

Using violation analysis rules, Themis identifies 685 potential
violation tuples (633 server-side and 52 client-side). After
applying error-pattern matching, Themis detects 239 unique
violations (234 server-side and 5 client-side). Note that, the
numbers after error-pattern matching no longer double-count
subsumed order violations. Moreover, 4 violation tuples pro-
duce 8 violations, each corresponding to two symptoms.

We randomly sample several pruned violations and manu-
ally confirm that they are all benign races. For instance, in Fig-
ure la, the accesses to jvmMap at lines 551 and 582 constitute
a benign race, because jvmMap is of the ConcurrentHashMap
type, designed to allow safe concurrent operations.

Client-side violations are much fewer than server-side vio-
lations for two main reasons. First, only a small fraction of
RPC-reachable variables reside on the client, because many
RPC calls are used solely to invoke server services without
passing parameters or returning values. Second, client-side
violations involve RPC accesses that behave like local proce-
dure calls (LPCs); developers, familiar with local races, often
add synchronization and error handling, which our analyses
in Sections 3.2 and 3.3 handle to prevent false positives.

6.2.2 Test Generation

Themis successfully generates error-free test cases for 228
out of 239 violations. After best-effort manual checking on
the remaining 11, we confirmed six as false negatives by
manually constructing valid test cases. The other five remain
inconclusive, as we could not construct a test case but cannot
definitively prove infeasibility due to the large search space.
Among the 228 generated test cases, 218 are constructed from
the nearest public interfaces (i.e., the first selected public-
interface pair already succeeds), while 10 are constructed
from top-level public interfaces. For these 10 cases, the num-
ber of tried public-interface pairs ranges from 2 to 12. Even
with appropriate public interfaces, test generation often re-
quires multiple generation—repair cycles. 200 of the 228 test
cases are produced by generation without test suites, while the
remaining 28 leverage existing test suites for call sequence
construction. More details are presented in Appendix A.7.

We conduct a qualitative analysis of the call sequences
produced by Themis and find that they exhibit substantial
structural diversity that cannot be captured by a small set of
canonical workflows. Even for RPC initialization, we observe
both explicit initialization patterns (e.g., direct server setup)
and implicit activation through high-level workflows (e.g.,
job submission or table creation), often coexisting within
the same system. Beyond RPC initialization, call-sequence
construction requires heterogeneous state-construction strate-
gies, including explicit API-based configuration, waiting for
system-level state convergence, and manipulation of shared
collections. This diversity explains our design choice of using
an LLM rather than template-based test synthesis.

We study the six confirmed false negatives and find two
dominant causes. First, semantic hallucinations introduce fab-
ricated methods or mismatched types in the initial harness,
often caused by the model relying on prior knowledge from
historical or related systems. Such hallucinations derail the
generation—repair loop, as repeated repair attempts focus on
correcting invalid APIs and exhaust the repair budget with-
out converging to a feasible test. Second, some violations
depend on call sequences whose feasibility hinges on external
services or third-party systems (e.g., HBase—ZooKeeper inter-
actions) that are not visible to the LLM. Since Themis targets
a single system and cannot practically incorporate all exter-
nal dependencies into the prompt context, these cross-system
analyses are left for future work.

6.2.3 Parameter Fuzzing and Interleaving Exploration

As shown in Table 4, Themis exposes 204 true violations. The
detailed results of the three stages are discussed below.

80 of the 228 generated test cases require refinement before
the racy access sites can be exercised. Stage I prunes 17
violations (12 true negatives and 5 false negatives). Among
the 12 true negatives, 8 cases belong to uncommunicable
RPC pairs. 3 cases are caused by conflicting conditions that



require different values of the same variable to trigger the racy
accesses. For instance, one pruned order violation requires
variable nn to be in OBSERVER_STATE to trigger one access
and in STANDBY_STATE to trigger the other, rendering the
violation impossible. Another case fails to reach the accesses
due to an incomplete call sequence; however, it is a true
negative because a custom lock enforces the atomicity of the
accesses. Five false negatives are caused by incorrect call
sequences. We manually construct valid test cases for these
five cases to confirm them as false negatives.

Stage II exposes 167 violations and prunes 2 false posi-
tives. For all the 167 exposed violations, the target symptom is
triggered directly after checking behaviors under all relevant
interleavings. Two violations are pruned due to synchroniza-
tion (one atomicity and one order violation). In the atomicity
case, consecutive accesses are protected by a custom lock
not recognized by the static analysis. In the order case, one
access busy-waits on a flag set by the other, enforcing a fixed
execution order that static analysis cannot identify either.

42 violations proceed to Stage III due to symptoms not
manifesting immediately under the buggy interleaving. Stage
IIT exposes 37 true bugs requiring additional fuzzing for trig-
gering errors (e.g., Hive-29150, Figure 5), while 5 benign
races are pruned for failing to satisfy failure conditions, de-
spite matching error patterns in static analysis (e.g., lines
521-551-533, Figure 1a).

6.3 LLM-Only and Prompt Variants Study

To validate the necessity and effectiveness of our “LLM +
guidance + checking” design, we conduct three comparative
experiments representing alternative LLM-based designs. We
summarize the results below, and we report detailed settings
and results in Appendix A.8.

LLM-only Bug Detection without Static Analysis Guid-
ance. To evaluate the effectiveness of LLM-only detection,
we ask the LLM to identify distributed concurrency bugs
directly from the entire codebase. We consider two configura-
tions, including the zero-shot and the few-shot prompt. The
results show that the LLM fails to identify any real distributed
concurrency bug, indicating that LLMs alone are insufficient
for discovering such bugs in large systems, as they cannot
systematically identify RPC communication or distinguish
harmful bugs from benign races.

Prompt Variation of LLM-based Test Generation. We
study how prompt design affects LLM-based test generation
by varying the instruction and context components of the
prompt. Due to the high cost of generation, we evaluate 10
randomly selected violations. Without structured, multi-step
instructions, the LLM succeeds in only 1/10 cases, frequently
missing essential steps such as RPC initialization and system-
specific call sequence construction. Providing richer context
improves recall (9/10 with the full codebase and 7/10 with test
suites) but incurs a token cost approximately four times that of

Themis and introduces distracting or misleading information.
Overall, these results show that both instruction structure and
context curation are critical: Themis’s default prompt, which
combines guided reasoning with focused context, achieves
the best balance between accuracy and efficiency.
LLM-only Parameter Tuning with Runtime Feedback.
We evaluate whether an LLLM can replace the fuzzer in the
violation-triggering phase. It iteratively refines input parame-
ters based on execution feedback collected from our instru-
mentation module used for fuzzing. The result shows that
LLM-only parameter tuning achieves a significantly lower
success rate (i.e., 20%) and, even when successful, incurs sub-
stantially higher token costs (i.e., 324K tokens on average),
making it an impractical replacement for directed fuzzing.

6.4 Discussion of False Negatives

No tool is perfect. Although we carefully design each module
to maximize real-bug coverage and Themis provides strong
benefits in detecting tens of previously unknown bugs, Themis
may still incur false negatives, as do other bug detection tools.
Static analysis may miss bugs because we target observable
symptoms such as exceptions, error logs, and system aborts,
while excluding hangs and silent failures. LLM-based test
generation may also introduce false negatives due to halluci-
nations that yield infeasible call sequences, as discussed in
Section 6.2.2. Fuzzing, being a heuristic search technique, can
likewise miss bugs, although we did not observe such cases
under our current settings and optimizations (e.g., increased
time budgets and an improved seed pool).

Beyond theoretical considerations, empirically measuring
false negatives is challenging. A common practice is to evalu-
ate whether a tool misses bugs from a known benchmark set.
Following this approach, we make our best effort to include
known bugs from prior work in our evaluation. As reported in
Section 6.1, Themis successfully detects all of these known
bugs without omission.

7 Conclusion

This paper presents Themis, a new framework for detect-
ing distributed concurrency bugs. By integrating static RPC-
driven race detection, LLM-based test generation, and param-
eter fuzzing and interleaving exploration, Themis effectively
exposes real-world bugs. Evaluated on eight widely used
distributed systems, Themis uncovers 58 bugs, including 52
previously unknown ones.
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Appendix A

A.1 Access Sites and Read and Write Classifi-
cation

Table 5 shows the access sites and the corresponding read
and write types. The read and write classification is ex-
tended to collection and IO/NIO objects via manual label-
ing of key methods in standard Java packages (e.g., io, nio,
util.zip). Forinstance, ArrayList.add () is marked as a
write, whereas ConcurrentHashMap. remove () is marked as
both read and write due to its retrieval-and-deletion semantics.

A.2 Completeness of the Rules

Rules @-0 collectively cover all possible concurrency sce-
narios, which fall into either order or atomicity violations.
Order violations arise when two distinct accesses to the same
variable {s;,s,} interleave without an expected consecutive
order. Such interleaving can occur in two ways: 1) by concur-
rently invoking two different functions that respectively reach
s1 and s, (captured by Rule @); or 2) by a single function
that reaches two accesses and materializes concurrency via
asynchronous mechanisms (captured by Rule @). In contrast,
atomicity violations arise when two consecutive accesses
{s1,s2} are overlapped by an additional access s3, forming
one of the four buggy interleaving patterns (RWR, WWR,
WRW, RWW). This overlap may be introduced 1) across two
different functions (Rule ®); 2) by repeated concurrent invo-
cations of a single function that self-interleave (Rule @); or 3)
by asynchronous execution within a single function that over-
laps consecutive accesses with a concurrent access (Rule ©).
Note that repeated invocations of the same function (Rule ©)
cannot produce order violations, since there is no predefined
ordering between a function and itself.

A.3 Details of Error Pattern Matching

Table 6 summarizes the characteristics of the seven error
patterns, including their violation types, shared object types,
interleaving patterns, and corresponding symptoms. While

Table 5: Access sites that access shared objects. write_var
denotes a written variable; read_var denotes a read vari-
able; base_var/para_var denotes a variable that needs further
analysis in the callee; *cast_op is type casting; *bi_op is a
binary operation; *un_op is a unary operation; *cmp_op is a
comparison operation; Class is a static class.

Access sites

write_var = read_var; base_var .func(...);

write_var = *un_op read_var; Class.func(para_var, ...);

write_var = read_varl *bi_op read_var2;jpase_var .func(para_var, ...);

write_var = *cast_op read_var; if(read_var ) *cmp_op read_var2);

write_var = base_var .func(...); switch(read_var);

write_var = Class.funcpara_var, ...); hashMap .remove(read_var );

write_var = base_var.funcpara_var, ...); [pufferedReader .readLine()

explicit symptoms, namely explicit order and atomicity vio-
lations, are described in Section 3.3, we detail the implicit
symptoms in the following.

Null Pointer Dereference (NP). This pattern occurs when
dereferencing a shared object whose value is null. Both order
and atomicity violations can lead to null pointer dereferences.
For order violations, the pattern considers tuples with one
write and one read, where the write assigns the shared vari-
able to null (i.e., a non-instantiation write operation), and
the read dereferences the variable via a method call or field
access. For example, in the Yarn-11847 bug, if an RPC client
passes null to an RPC server function, the shared variable
rmAdminProxy is assigned null. A subsequent call to get-
GroupsForUser () then dereferences rmAdminProxy, result-
ing in NullPointerException. For atomicity violations, the
pattern considers tuples in which (1) a non-instantiation write
is interleaved with two consecutive accesses of the read-read
or write—read type (i.e., RWR or WWR), causing the final
read to operate on null assigned by the intermediate write
and throw an exception; or (2) a read is interleaved with two
consecutive writes (i.e., WRW), where the first write is non-
instantiation and nullifies the shared variable. For example,
in the Yarn-11771 bug, although the RPC server function
first checks whether the instance variable activeServices
is null and then dereferences it, another concurrently exe-
cuting RPC server function can still set activeServices to
null between the check and the dereference, exhibiting an
RWR interleaving and leading to Nul1lPointerException.

Out-of-Bounds Access (OB). This pattern arises when a
shared array-like object is concurrently accessed, causing one
of the accesses to fall outside its valid bounds. Array-like
objects include arrays provided by the java.util.Arrays
package and Java library classes that support array-like access
(e.g., java.util.ArrayList). Both order and atomicity vio-
lations can lead to out-of-bounds exceptions. For order viola-
tions, the OB symptom may arise at either write in write—write
(W+W) violations, but only at the read in write-read (W+R)
violations. For atomicity violations, an intermediate write
from another concurrent execution may modify the shared



Table 6: Characteristics of the seven error patterns. “‘W+R’ and
‘W+W’ denote write—read and write—write order violations, re-
spectively, regardless of the access order. " marks the access
that triggers the symptom. For patterns where the symptom
occurs after further propagation, no access is marked. ‘Inst.’
and ‘non-inst.’ distinguish instantiation and non-instantiation
operations. ‘Retr.’” denotes a retrieval operation for array and
collection objects.

Violation Shared Object . Symptom
Pattern Interleaving Pattern
Type Type Statement
EO (0] W+W/W+R Explicit
EA A All RWR/WWR/WRW/RWW | symptom
W(nonfinst.)ﬁ/
RW(non-inst.)R
NP oA (non-inst.) A/
‘WW (non-inst.)R/
W(non—insl.)ﬁW Dereference
W+W/W+R/
OB O/A Array-like ~ ~ ~
RWR/WWR/RWW/WRW
UR 0 All RW(inst.)
W+R(retr.)/
RWR(retr.)/
MR O/A Collection and array (tetr:)
WWR(retr.)/
WR(retr. )W
Thread unsafe
TO A collections W+W/W+R /
and IO/NIO

array-like object between two consecutive accesses, namely
RWR, WWR, or RWW. Consequently, regardless of whether
the final access is a read or a write, an out-of-bounds index
introduced by the intermediate write can still raise the excep-
tion. Another scenario arises in the WRW interleaving pattern,
where a read is interleaved between two writes and accesses
an out-of-bounds index only during this intermediate access.

Uninitialized Read (UR). We observe that a portion of
RPC servers includes initialization functions that set the initial
values of variables. However, these functions may execute af-
ter other RPC server functions, causing the latter to access vari-
ables before they are properly initialized or instantiated. This
pattern arises only in RW order violations, where the write is
an instantiation operation. Whereas NP order violations occur
when a read follows a null assignment, UR violations occur
when a read precedes an instantiation operation. To reduce
false positives, Themis checks for defensive-programming
patterns guarding read accesses.

Missing Retrieval Check (MR). Retrieving an element
from a collection or array may return null; if the returned
value is subsequently used without a null check within the
function, NullPointerException can occur. An MR bug
can originate from either order or atomicity violations. For
order violations, MR arises when one access is a write and
the other is a read, where the read is a retrieval operation that
obtains an element from a collection or array. For atomicity
violations, MR arises under the RWR, WWR, and WRW in-
terleavings. In RWR and WWR, the final read is a retrieval

You are given an execution path that starts from the public API {public_api_names} and eventually
reaches the target buggy statements {target_statements} .The call chain of this execution path is
{call_chain}. The complete source code of every function along this path is provided here: {source_codes}

Your task is to generate a Java integration test case that drives program execution from the public APIs
{public_api_names} through the given call chain to the target statements {target_statements}. The test
must (1) initialize RPC servers {rpc_server_code} as indicated in the provided code, (2) construct the
correct call sequence for triggering the execution path, and (3) invoke the public APIs{public_api_names}
concurrently. The test will be executed on a live system, so it must not contain mocking mechanisms or
artificial assertions. The public APIs must be invoked in separate threads to expose concurrency.

Produce a complete Java test class named {fest_name} with a ‘main()’ method that can be compiled and

executed directly.
Q

Test case

neration

'You are given a buggy Java integration test case {failing_test_code}, together with its error message
{error_message}, and the source code of the relevant functions or classes that caused the error
{relevant_source_code}.

Your task is to repair the failing test case. Carefully analyze the error message in the context of the
provided source code, and apply only the minimal changes needed to fix the problem while preserving the
original semantics. If the error indicates that the IP address of the RPC server has been occupied, you
should reuse the existing server in the running system instead of creating a new one. Do not rewrite the
whole test unless necessary, and do not introduce mocking or assertions.

Produce a complete corrected Java test class named {test_name} with a ‘main()’ method that can be

and d directly.
5=

Test case
'You are given an execution path that starts from the public API {public_api_names} and eventually
reaches the target buggy statements {target_statements}.The call chain of this execution path is
{call_chain}. The complete source code of every function along this path is provided here: {source_codes}
'You are also provided with related test suite artifacts {test_suite_snippets}, which include example test
cases, fixtures, helper methods, and setup code.

Your task is to generate a Java integration test case that drives program execution from the public APIs
{public_api_names} through the given call chain to the target statements {target_statements}. The test
must (1) initialize RPC servers {rpc_server_code} as indicated in the provided code, (2) construct the
correct call sequence for triggering the execution path, including any required setup code and function
invocations inspired by the provided test suites, and (3) invoke the public APIs {public_api_names}
concurrently. The test will be executed on a live system, so it must not contain mocking mechanisms or
artificial assertions. The public APIs must be invoked in separate threads to expose concurrency.

Produce a complete Java test class named {test_name} with a ‘main()” method that can be compiled and

executed directly.
Generation
<«— | with Test

Test case Suite
Figure 6: The prompt designed for three test generation prompts.
Knowledge refers to the knowledge provided to the LLM. Task
describes the task Themis asks the LLM to do. Format describes
the output (test case) format.

operation that returns null due to an intermediate write. In
WRW, the intermediate read is a retrieval operation and re-
turns null only when interleaved between the two writes.
Within the function containing the final retrieval operation,
Themis checks whether the retrieved element is dereferenced
without a preceding null check.

Thread-Unsafe Objects (TO). Concurrent accesses to
thread-unsafe collections and IO/NIO objects can lead to bugs.
Internal execution interleavings within these library objects
may introduce atomicity violations. The resulting symptoms
vary based on the internal data structures and implementa-
tions [73,74,77,78, 80]. Some failures manifest as explicit
runtime exceptions, such as ConcurrentModificationEx—
ception thrown when a collection is iterated while being
concurrently modified. Others remain silent, such as lost up-
dates or missed operations, which only surface later when the
corrupted state is used. Operations on different entries within
the same thread-unsafe collection can still interfere with each
other. For example, HashMap contains an array where each
slot holds a linked list of entries. If remove () is invoked
concurrently on different entries within the same list, each



Table 7: Eight target systems in the latest stable releases.

System Release SLOC  Description

MapReduce  3.4.1 791K A distributed processing framework.
Yarn 3.4.1 1201K A distributed resource manager.
HDFS 3.4.1 845K A distributed file system.

Hadoop 34.1 1480K  Foundational libraries for Hadoop.
HBase 2.6.3 1050K A distributed database.

Alluxio 2.9.6 503K A virtual distributed storage system.

Hive 4.1.0 2376K A distributed data warehouse system.
Tez 0.10.5 237K A distributed data-processing engine.

invocation reads and modifies the list locally before writing
it back. Because the operations are unaware of each other,
the earlier modification can be overwritten by the later one,
leading to a lost update. We manually label thread-unsafe
collections and IO/NIO objects, along with their operations,
in the standard Java library. If two labeled operations execute
concurrently on the same object and at least one operation is
a write, Themis reports a TO violation.

A.4 Three Test Generation Prompts

Figure 6 shows the exact prompts used for the generation, the
generation with test suites, and the repair, respectively. The
placeholders (e.g., public_api_names, source_codes, error_-
message) are dynamically instantiated with violation-specific
information during query.

A.5 Target Systems and Descriptions of De-
tected Bugs

Table 7 shows the eight systems used in our evaluation. Ta-
ble 8 provides short descriptions for each detected bug by
Themis, including both the newly discovered and the previ-
ously reported ones.

A.6 Detection Time and Token Cost

Themis’s static analysis completes in an average of 34.6 min-
utes across all evaluated systems, with runtime increasing
with system size. The majority of the cost is attributed to
constructing the program dependency graph (PDG) and call
graph (CG).

The LLM-based test generation requires an average of
10.2 minutes per violation, ranging from 18.4 seconds to 43.7
minutes. 212 (93%) violations complete test generation within
15 minutes. The dominant execution cost arises from querying
the online LLM, including both network latency and model
inference time. Longer generation times mainly result from
exploring multiple candidate public interfaces, where each
interface pair may undergo up to 10 generation—repair cycles
before being discarded. The longest case occurs when a valid
test is generated on the 12th attempted public-interface pair.

In terms of token consumption, LLM-based test genera-
tion averages 487K tokens per violation, ranging from 103K
to 2.1M. 207 (91%) violations consume tokens under 800K.

Table 8: Descriptions of 52 new bugs and 6 known bugs
detected by Themis. Six confirmed newly discovered bugs
are bolded.

# BugID Description

1 Alluxio-18738 Use the connection before initialization finishes.

2 Hadoop-19462 Assign unexpected value to the state before reading it.
3 Hadoop-19458 Disable expected mode before mode checking.

4 HBase-29525 Service is disabled before work finishes.

5 HBase-29516 Close the heap during scanning.

6 HBase-29607 Assigning master to null before dereferencing it.

7 HBase-29529 Access the resources before initialization finishes.
8 HBase-29530 Access the services before initialization finishes.

9 HBase-29538
10 HBase-29539
11 HBase-29606
12 HBase-29510
13 HBase-29595
14 HDFS-17726
15 HDFS-17727
16 HDFS-17879
17 HDFS-17823
18 HDFS-17734
19 HDFS-17822
20 Hive-29143

21 Hive-29151

Use-after-close causes null dereferencing.

Read the state before initializing it.

Reset the map to empty before retrieval.

Modify store set while iteration.

Modify child list while iteration.

Assign the property incorrectly before reading it.
Get connection after it is closed.

Remove node before registering it.

Resolve router before initialization.

Query a work that has been cleared.

Update the map while adding elements to it.
Release the resource before acquisition.

Access to session states before initializing them.
22 Hive-29156 Access external resources before initializing them.
23 Hive-29150 Query a task that has been removed.

24 MapReduce-7498  Close cluster before entering the correct state.

25 MapReduce-7501  Create a non-existing segment after reinitialization.
26 MapReduce-7514  Fetch a state that has been cleared.

27 MapReduce-7511  Clear all ACLs while checking the permission.

28 MapReduce-7516  Set server property to null before startup.

29 MapReduce-7529  Access the client while creating the connection.
30 MapReduce-7509  Query the array after it is empty.

31 MapReduce-7499  Access the server before initialization finishes.

32 MapReduce-7510  Access the server before initialization finishes.

33 MapReduce-7515  Shutdown the server before initialization finishes.
34 MapReduce-7507 Double remove the same task after checking its existence.
35 MapReduce-7518  Use-after-clear race on membership.

36 MapReduce-7512  Concurrent updates to the same counter map.

37 MapReduce-7513  Access a linked hash map while being iterated.

38 Tez-4644 Access an attempt after it has been unregistered.
39 Tez-4645 Context is read before initialization finishes.
40 Yarn-11769 Calls timeline API after disabling it.

41 Yarn-11770
42 Yarn-11772

Resolve the object after it enters an illegal state.
Reloads service before all setup completes.

43 Yarn-11773 Checks GPU properties after resetting them to empty.
44 Yarn-11771 Get groups after setting them to null.

45 Yarn-11847 Get target user after setting it to null.

46 Yarn-11846 Use federation property before initialization finishes.
47 Yarn-11849 Access jobs before they get into the ready state.

48 Yarn-11852 Use admin service before initialization finishes.

49 Yarn-11853 Use router service before initialization finishes.

50 Yarn-11860
51 Yarn-11851
52 Yarn-11859
53 HBase-4539
54 HBase-5780

Query an entry that has been removed.

Clear field map while being iterated.

Concurrent copy and write to the same file.

Delete a node after it has been deleted.

Start up the node before authentication.

55 HBase-6070 Assign unexpected value to the region before reading it.
56 HBase-4729 Split the region while deleting it.

57 MapReduce-4099  Kill the server before removing all its resources.

58 MapReduce-4637  Kill the task before it is available.

Token usage mainly results from repeated generation—repair
cycles and the substantial contextual information supplied
during repair. Trying additional public interfaces further in-
creases the cumulative token cost dramatically.

Staged parameter fuzzing and interleaving exploration re-
quire an average of 6.1 minutes per violation, ranging from
7.9 seconds to 28.1 minutes. This phase benefits significantly
from initial seed pool improvement (constants and LLM-
generated parameter values), which improves the quality of
initial seeds and reduces the search effort of directed fuzzing.
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Figure 7: Distribution of generation—repair cycles for generating
the executable test case with the appropriate public interfaces in
LLM-based holistic test generation. Themis successfully generates
228 error-free test cases in total.

Distributed concurrency bug refers to concurrency bugs in which multiple processes or threads
concurrently access the same object, with at least one access performed via an RPC, where conflicting
object states may result in incorrect behaviors.

Please scan the entire codebase and detect 10 distributed concurrency bugs.

A\
o= Bug
8=

Bug report Codebase

(a) The prompt of LLM-only bug detection in Appendix A.8.1.

You are given a Java integration test case that executes on a live system {test_code}. The test fails to
reach the target buggy statements {target_statements}. The execution path starts from the public APIs
{public_api_names} and should follow the call chain {call_chain}. After the last execution, the program
reached the statement {closest_statement}, which is the closest one to the target. The related source code
of the closest statement is provided here: {source_codes}.

Your task is to refine the test case by modifying input parameters only. Based on the runtime feedback and
the provided source code, infer which parameter values are blocking

the execution from satisfying the required path conditions, and propose new concrete parameter value

that can drive execution to the target statements.

Produce a complete Java test class named {test_name} with a ‘main()’ method that can be compiled and

executed directly.
Paramctcr
Tuning

Test case with
new parameters

(b) The prompt of LLM-only parameter tuning in Appendix A.8.3.
Figure 8: The prompt of the LLM-only study.

For instance, in Figure Ic, a conventional directed fuzzer
fails to trigger the violation within the same time budget as
Themis (i.e., 30 minutes) because it never mutates the param-
eter tState to the required constant SUCCESS_FINISHING.
In contrast, Themis extracts this constant from the execution
path and inserts it into the initial seed pool, enabling the fuzzer
to reach the targets within 2.4 minutes.

A.7 More Results of Test Generation

Figure 7 shows the distribution of required generation—repair
cycles for generating the executable test case with the ap-
propriate public interface. Most violations still require more
than two generation—repair cycles to yield an executable test,
since LLM-generated initial test cases vary in quality. To
avoid fixating on low-quality initial test cases, we regener-
ate a fresh test, increasing the likelihood of restarting from
a higher-quality draft that can be successfully repaired to
execute without runtime errors. 200 of 228 test cases are pro-
duced by the generation without test suites. For the remaining
28 cases, the LLM leverages existing test suites to construct

necessary call sequences. For example, in Yarn-11853 bug,
the LLM fails to produce a valid call sequence for construct-
ing a router instance and invoking the public interface on it;
when supplied with test cases from TestRouterAdmin. java,
the LLM learns to compose the router instance and register its
required services, successfully generating a test case without
execution errors.

A.8 Details of LLM-only and Prompt Variants
Study

A.8.1 LLM-only Bug Detection without Static Analysis
Guidance

We evaluate two LLM-only settings: a zero-shot prompt with
only a definition of distributed concurrency bugs, and a few-
shot prompt augmented with six real-world bug examples. For
the zero-shot setting, the prompt is shown in Figure 8a. For the
few-shot setting, we add the bug description, racy statements,
the symptom statement, and the whole buggy execution path
of the six known bugs to the prompt. Because validating
whether a reported violation corresponds to a real distributed
concurrency bug requires substantial manual inspection, we
randomly select one system and we limit the LLM to output
at most 10 candidate violations.

Under the zero-shot and few-shot configurations, all re-
ported candidates are false positives (i.e., none of them cor-
respond to real distributed concurrency bugs), and the LLM
fails to identify a single bug detected by Themis. Under the
zero-shot and few-shot configurations, the execution time is
5.3 and 5.7 minutes, respectively, while the token cost is 1.7M
and 1.9M tokens.

Manual inspection reveals two dominant sources of false
positives. First, despite explicitly requiring RPC involvement
for distributed concurrency bug detection, most reported vio-
lations omit any RPC components, indicating that the LLM
frequently misidentifies or ignores distributed interactions.
Second, many reported violations are benign races that can-
not lead to observable symptoms. Overall, these results show
that LLM-only bug detection lacks the precision and semantic
grounding required for distributed concurrency analysis, and
they justify the necessity of Themis’s static-analysis—guided,
multi-phase design.

A.8.2 Prompt Variation of LLM-based Test Generation

We explore prompt variations along two orthogonal dimen-
sions: instruction and context. On the instruction side, we
evaluate the impact of removing structured guidance and in-
stead of asking the LLM to directly generate a test case. On
the context side, we vary the information provided to the
LLM, ranging from the curated context used by Themis to
richer but less focused alternatives, such as the entire code-
base or existing test suites. Due to the high token cost of test
generation, we randomly select 10 violations for this study.



Removing structured instructions. In this experiment, we
retain the same contextual information as in Themis’s default
setting, but omit the instruction that explicitly specifies the ex-
pected test structure. Instead, we prompt the LLM to directly
generate a test case. This prompt removes the second para-
graph (i.e., the task part in Figure 6) of the generation prompt.
The results show that the LLM generates only one valid test
case out of the 10 violations. This successful case takes 3.2
minutes and consumes 162K tokens, and it corresponds to the
scenario where the test simply invokes the public-interface
pair concurrently without any preceding call sequence. All
remaining cases fail after exploring all candidate public inter-
faces and exhausting the generation—repair cycle budget. In
failed cases, the LLM fails to recognize the need to initialize
RPC-related components or to construct application-specific
call sequences for establishing the required system state, un-
derscoring the importance of the structured instructions in
Themis’s generation prompt, which guide the model to gener-
ate the test case with explicit instructions.

Providing the codebase as context. In this experiment,
we provide the LLM with the entire codebase of the target
system and ask it to autonomously identify and extract the in-
formation needed to construct a test. The instruction remains
unchanged, but the available context used by Themis is re-
placed with the full repository. The prompt in this experiment
is a variant of the generation prompt without test suites, with
the last sentence of the first paragraph (i.e., the knowledge
part in Figure 6) replaced with “You are provided with the
entire codebase, and you can extract the code related to the vi-
olation for generating the test.” The result shows that the LLM
successfully generates valid test cases for nine out of the 10
violations. However, this improvement comes at a substantial
cost: the approach consumes an average of 17.1 minutes per
violation, compared to 9.9 minutes under Themis’s default
setting, and incurs a token cost of 1.8M per violation, which
is approximately four times that of Themis.

Providing the test suite as context. In this setting, we aug-
ment the prompt by incorporating existing test suites, specifi-
cally those associated with the classes containing the public
interfaces. We use the same generation prompt with test suites
as in Themis. The result shows that the LLM successfully
generates valid test cases for seven out of the 10 violations.
The average generation time is approximately 12.9 minutes,
compared to 10.5 minutes under Themis’s default setting, and
the average token consumption is 624K tokens per violation,
representing a 28.1% increase. The failures primarily arise be-
cause test suites often depend on test-only helper components
and mocking, which can mislead the LLM.

A.8.3 LLM-only Parameter Tuning with Runtime Feed-
back

In this experiment, the LLM operates in a closed feedback
loop for parameter tuning. We instrument the system, similar

to the fuzzing module in Section 5, to monitor test execution.
After each test execution, we identify the basic block closest
to the target based on the directed-fuzzing distance metric,
and supply the LLM with a focused context consisting of
the source code of the basic block’s enclosing function, all
functions invoked within the block, and the objects accessed
in the block. The prompt is shown in Figure 8b. The LLM
then modifies the input parameters, and the updated test is
re-executed. This loop continues until the target is reached or
the search stagnates, i.e., the minimum distance to the target
does not decrease for 10 consecutive iterations.

The prompt is shown in Figure 8b. Due to the high token
cost, we randomly select 30 violations that need parameter
tuning for evaluation. Among these 30 violations, the LLM
successfully identifies valid parameters for only six cases.
This limited success also incurs a substantial cost: the ap-
proach consumes an average of 17.5 minutes, compared to
7.9 minutes under Themis’s parameter fuzzing, and 324K to-
kens per violation, making it significantly more expensive
than directed fuzzing.
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